CYBER SERVICES

THE MATERIALS ARE INTENDED FOR THE DESIGNATED RECIPIENT(S) ONLY, AND MAY BE
CONFIDENTIAL, NON-PUBLIC, PROPRIETARY, AND/OR PROTECTED BY THE ATTORNEY-CLIENT OR

OTHER PRIVILEGE. UNAUTHORIZED READING, DISTRIBUTION, COPYING OR OTHER USE OF THIS
COMMUNICATION IS PROHIBITED AND MAY BE UNLAWFUL
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DISCLAIMER

The material presented in this document is not intended to provide legal or other expert
advice as to any of the subjects mentioned, but rather is presented for general information
only. You should consult knowledgeable legal counsel or other knowledgeable experts as
to any legal or technical questions you may have. Further, the insurance discussed is a
product summary only. For actual terms and conditions of any insurance product, please
refer to the policy. Coverage may not be available in all states.
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GOING BEYOND RISK TRANSFER
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e You purchase a cyber insurance policy from Westchester to cover
1st Party, 3rd Party and incident response expenses

Risk Transfer
%

\

= Westchester helps our policyholders limit losses when an event
occurs by offering services that analyze and mitigate cyber related
exposures

Services Goal
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Services
Approach

Cyber
Services

)
= Craft all services based on claims history and industry experience
= Offer flexibility so policyholders can adapt to their specific needs
= Maintain relationships with a diverse panel of partners
%
)
= Services focused and Incident Response
= Bundled Services offered complimentary with your policy
= Tailored Services available to you via your policy
%
®
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SERVICES INCLUDED WITH YOUR CYBER POLICY
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Respond with Chubb Cyber Alert™

= Live specialists are available 24X7 to
report an incident

= Attach photos to help in the assessment of
an incident (e.g., phishing emaiils,
ransomware)

= |ncident logging and history

= Response team contacts

Chubb Cyber Alert can be downloaded
from the App Store or Google Play Store
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Better Passwords

Generates strong passwords for websites,
stores them in a secure vault, and
synchronizes them across multiple devices

Includes auto login to websites, password
benchmarking, and notifications

Password dashboard to find and replace
weak passwords

Personal VPN and Dark Web Monitoring

Sign up today:
www.chubb.com/us/cyberservices
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SKILLEBERIDGE

BUSINESS INSURANCE

Educate Your Employees AWARDS

ber Security Awareness

Take personal responsibility and adopt best
practices for security in the office and online.

Be suspicious of possible social engineering
attacks and requests for personal
information. Know the security policies and
follow them every day.

Security is Everyone’s Responsibility - Get on Board!

U | 2 {2 41BACK NEXT »

Online training can be quickly and easily
deployed to educate employees

Includes two courses: Security Awareness
Basics and Security Awareness for
Information Technology

Enables managers to view employee
results and course completion statistics

Sign up today:
www.chubb.com/us/cyberservices
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BITSIGHT Visibility Into Your Security

BITSIGHT :comrvranmes B oowniesdvec  *  View your BitSight rating and technical
SITSIGHT SECURITY RAVING RET— details in the BitSight portal for 14 days at
700 COMPARE Fi no COSt*
S e « Get twelve month historic scores
effectiveness. . .

i /-Lﬁ\’—‘“/_ . Download an executive or technical
00-740

report
rao-sao

—

* option to continue subscription for $3000

Sign up today:
www.chubb.com/us/cyberservices
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MORE CYBER SERVICES AND OPTIONS AVAILABLE
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SIGNATURE ASSESSMENTS - $3000 EACH

Phishing Simulation

= Test your workforce with a simulated email attack
for up to 500 employees

Response Readiness

= Review of your incident response plan or =idelis
get assistance creating a new one B
s VUlNerability Scan
= Test your external network for vulnerabilities NetDiligence:

commonly used by hackers

Sign-yp today, ®
wecnJYfestehester
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TAILORED SERVICES — MORE OPTIONS TO CONSIDER

» Additional services, delivered by our premier partners at preferred rates, to help analyze more
cyber exposures

Request your existing firms for your incident response panel
Chubb can enable reimbursement options towards appropriate mitigation services

Chubb can guide you through your cyber services selections
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THANK YOU!

For more information, data sheets and to sign-up, please visit
www.chubb.com/cyber
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