Westchester®

Westchester's Cyber
Service Solutions

Bridging the gap between cyber insurance
and cyber security expertise

Purchasing cyber insurance from Westchester is a great first step to help protect your organization from the financial

and reputational losses experienced when data breaches and system outages occur. But protection doesn’t end there.
Westchester’s policyholders have access to a selection of essential mitigation tools and advisory resources that can help
you reduce your exposures 365 days a year.

Put the power of our solutions and advisory resources to work for your organization today. To request services or
schedule an orientation call with a Westchester Cyber Risk Advisor, visit www.westchester.com/en/contact-us/product-
line/financial-lines.html, or email us at prorisk@westchester.com.

Incident Response Solutions — Deploy tools and assessments that can
help identify and address cyber security risks.

Incident Response Mobile App: Get 24/7 incident reporfing and response ﬁ
service resources at your fingertips.

Online Response Plan Manager: Build and maintain a customized response
plan that can be accessed via the web or a mobile device.

Virtual Incident Response Tabletop Exercise: Use a virtual, interactive cyber
event simulation to test your organization’s ability to appropriately comply
with your incident response plan.

Response Readiness Assessment: Receive a personalized assessment
of your current incident response plan or get help creating an incident
response plan if you do not already have one in place.
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Cyber Vulnerability Management Solutions — Stay on top of software

and network vulnerabilities that could impact your bottom line.

Westchester Cyber Vulnerability Alert System: Get periodic updates that
highlight the most critical and recently identified software vulnerabilities.

External Vulnerability Monitoring: Use an online platform fo help identify
potential weaknesses in your computing systems before they may lead to
a data breach or system downtime.

® ®

Network Vulnerability Scan: Use an automated vulnerability scan to test your f.{
firewalls, web applications, and mail servers for common vulnerabilities.
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User Security and Education Solutions — Empower your workforce to
serve as your first line of defense.

Multifactor Authentication (MFA) Assessment: Review and test your MFA
implementation, and receive guidance to help mitigate potential exposures.

MFA Implementation: Get help selecting, designing, and implementing an
MFA solution.
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Secure Password Manager: Make it easier for your employees to create and ﬁ
use stronger passwords.

Phishing Email Simulator: Test your employees to see how well they respond
to simulated phishing attacks.

Perimeter Email Security: Get help selecting, designing, and implementing
email filtering and sandboxing.
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Security Awareness Training: Provide fraining fo your employees on cyber ﬁ
security best practices and how to identify potential threats.

Cyber Risk Resource Library: Access this online resource for information and ﬁ
technical resources that can help prevent network, cyber, and privacy losses.

Cyber Endpoint Security Solutions — Access solutions to help stop

malicious activity from entering and spreading through your network.

Endpoint Security and Response: Help detect and stop malicious activity, ﬁ
such as ransomware, from spreading through your network.

Patch Management: Get help selecting, designing, and implementing a ﬁ
solution to deploy updates to your software.

Request Cyber Services Today!

All Westchester policyholders are eligible To request online, scan the QR code or
for cyber services. visit www.westchester.com/en/contact-

us/product-line/financial-lines.html.
Get the most value from your Westchester

policy and request access tfoday! —

This material contains product summaries infended for use solely by properly licensed insurance professionals.
The insurance policy actually issued contains the terms and conditions of the contract. All products may not be

®
available in all states and surplus lines products can be offered only through licensed surplus lines producers.
Insurance provided by Westchester Fire Insurance Company and its U.S. based Chubb underwriting company
affiliates. Chubb is the marketing name used to refer to subsidiaries of Chubb Limited providing insurance and

related services. For a list of these subsidiaries, please visit our website at www.chubb.com. A Chubb Company
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